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CMA POLICY 

Guiding Principles for the Optimal Use of 

Data Analytics by Physicians at the Point of 

Care 

Executive Summary 

Electronic tools are now being used more widely in medicine than ever before. A majority of 

physicians in Canada have adopted electronic medical records (EMRs)—75% of physicians 

use EMRs to enter or retrieve clinical patient notes, and 80% use electronic tools to access 

laboratory/diagnostic test results. The increased use of point-of-care tools and information 

repositories has resulted in the mass digitization and storage of clinical information, which 

provides opportunities for the use of big data analytics.  

Big data analytics may come to be understood as the process of examining clinical data in 

EMRs cross-referenced with other administrative, demographic and behavioural data sources 

to reveal determinants of patient health and patterns in clinical practice. Its increased use 

may provide opportunities to develop and enhance clinical practice tools and to improve 

health outcomes at both point-of-care and population levels. However, given the nature of 

EMR use in Canada, these opportunities may be restricted to primary care practice at this 

time.  

Physicians play a central role in finding the right balance between leveraging the advantages 

of big data analytics and protecting patient privacy. Guiding Principles for the Optimal Use of 

Data Analytics by Physicians at the Point of Care outlines basic considerations for the use of 

big data analytics services and highlights key considerations when responding to requests for 

access to EMR data, including the following: 

 Why will data analytics be used? Will the safety and effectiveness of patient care be 

enhanced? Will the results be used to inform public health measures? 
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 What are the responsibilities of physicians to respect and protect patient and physician 

information, provide appropriate information during consent conversations, and 

review data sharing agreements and consult with EMR vendors to understand how 

data will be used? 

 

As physicians will encounter big data analytics in a number of ways, this document also 

outlines the characteristics one should be looking for when assessing the safety and 

effectiveness of big data analytics services: 

 

 protection of privacy 

 clear and detailed data sharing agreement 

 physician-owned and -led data collaboratives 

 endorsement by a professional or recognized association, medical society or health 

care organization 

 scope of services and functionality/appropriateness of data 

 

While this guidance is not a standalone document—it should be used as a supplemental 

reference to provincial privacy legislation—it is hoped that it can aid physicians to identify 

suitable big data analytics services and derive benefits from them.  

 

 

Introduction 

 

This document outlines basic considerations for the use of big data analytics services at the 

point of care or for research approved by a research ethics board. This includes 

considerations when responding to requests for access to data in electronic medical records 

(EMRs). 

 

These guiding principles build on the policies of the Canadian Medical Association (CMA) on 

Data Sharing Agreements: Principles for Electronic Medical Records/Electronic Health 

Records,
1

 Principles Concerning Physician Information
2

 and Principles for the Protection of 

Patients’ Personal Health Information,
3

 the 2011 clinical vignettes Disclosing Personal Health 

Information to Third Parties
4

 and Need to Know and Circle of Care,
5

 and the Canadian 

Medical Protective Association’s  The Impact of Big Data on Healthcare and Medical 

Practice.
6

 

 

These guiding principles are for information and reference only and should not be construed 

as legal or financial advice, nor is this document a substitute for legal or other professional 

advice. Physicians must always comply with all legislation that applies to big data analytics, 

including privacy legislation. Big data analytics in the clinical context involves the collection, 

use and potential disclosure of patient and physician information, both of which could be 

considered sensitive personal information under privacy legislation.  

Big data analytics has the potential to improve health outcomes, both at the point of care 

and at a population level. Doctors have a key role to play in finding the right balance 
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between leveraging the advantages of big data (enhanced care, service delivery and resource 

management) and protecting patient privacy.
7

 

 

Background 

 

A majority of physicians in Canada have adopted EMRs in their practice. The percentage of 

physicians using EMRs to enter or retrieve clinical patient notes increased from 26% in 2007 

to 75% in 2014. Eighty percent of physicians used electronic tools to access 

laboratory/diagnostic test results in 2014, up from 38% in 2010.
8

 The increasingly broad 

collection of information by physicians at the point of care, combined with the growth of 

information repositories developed by various governmental and intergovernmental bodies, 

has resulted in the mass digitization and storage of clinical information. 

 

Big data is the term for data sets so large and complex that it is difficult to process them using 

traditional relational database management systems, desktop statistics and visualization 

software. What is considered “big” depends on the infrastructure and capabilities of the 

organization managing the data.
9

  

 

Analytics is the discovery and communication of meaningful patterns in data. Analytics relies 

on the simultaneous application of statistics, computer programming and operations 

research. Analytics often favours data visualization to communicate insight, and insights from 

data are used to guide decision-making.
10

 

 

For physicians, big data analytics may come to be understood as the process of examining 

the clinical data in EMRs cross-referenced with other administrative, demographic and 

behavioural data sources to reveal determinants of patient health and patterns in clinical 

practice. This information can be used to assist clinical decision-making or for research 

approved by a research ethics board. 

 

There are four types of big data analytics physicians may encounter in the provision of patient 

care. They are generally performed in the following sequence, in a continuous cycle
11,12,13,14

:  

 

1. Population health analytics: Health trends are identified in the aggregate within a 

community, a region or a national population. The data can be derived from 

biomedical and/or administrative data. 

 

2. Risk-based cost analysis: Populations are segmented into groups according to the 

level of risk to the patient’s health and/or cost to the health system. 

 

3. Care management: Clinicians are enabled to manage patient care according to 

defined care pathways and clinical protocols informed by population health analytics 

and risk-based cost analysis. Care management includes the following: 
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o Clinical decision support: Outcomes are predicted and/or alternative 

treatments are recommended to clinicians and patients at the point of care. 

o Personalized/precision care: Personalized data sets, such as genomic DNA 

sequences for at-risk patients, are leveraged to highlight best practice 

treatments for patients and practitioners. These solutions may offer early 

detection and diagnosis before a patient develops disease symptoms. 

o Clinical operations: Workflow management is performed, such as wait-times 

management, mining historical and unstructured data for patterns to predict 

events that may affect care.  

o Continuing education and professional development: Longitudinal 

performance data are combined across institutions, classes, cohorts or 

programs with correlating patient outcomes to assess models of education 

and/or develop new programs. 

 

4. Performance analytics: Metrics for quality and efficiency of patient care are cross-

referenced with clinical decision-making and performance data to assess clinical 

performance. 

 

This cycle is also sometimes understood as a component of “meaningful” or “enhanced” use 

of EMRs. 

 

How might physicians encounter big data analytics? 

 

Many EMRs run analytics both visibly (e.g., as a function that can be activated at appropriate 

junctures in the care pathway) and invisibly (e.g., as tools that run seamlessly in the 

background of an EMR). Physicians may or may not be aware when data are being collected, 

analyzed, tailored or presented by big data analytics services. However, many jurisdictions 

are strengthening their laws and standards, and best practices are gradually emerging.
15

  

Physicians may have entered into a data sharing agreement with their EMR vendor when they 

procured an EMR for their practice. Such agreements may include provisions to share de-

identified (i.e., anonymized) and/or aggregate data with the EMR vendor for specified or 

unspecified purposes. 

 

Physicians may also receive requests from third parties to share their EMR data. These 

requests may come from various sources: 

 

 provincial governments 

 intergovernmental agencies 

 national and provincial associations, including medical associations 

 non-profit organizations 

 independent researchers 

 EMR vendors, service providers and other private corporations 
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National Physician Survey results indicate that in 2014, 10% of physicians had shared data 

from their EMRs for the purposes of research, 10% for chronic disease surveillance and 8% 

for care improvement. Family physicians were more likely than other specialists to share with 

public health agencies (22% v. 11%) and electronic record vendors (13% v. 2%). Specialists 

were more likely than family physicians to share with researchers (59% v. 37%), hospital 

departments (47% v. 20%) and university departments (28% v. 15%).  

 

There is significant variability across the provinces with regard to what proportion of 

physicians are sharing information from their EMRs, which is affected by the presence of 

research initiatives, research objectives defined by the approval of a research ethics board, 

the adoption rates of EMRs among physicians in the province and the functionality of those 

EMRs.
16

 

 

For example, there are family practitioners across Canada who provide data to the Canadian 

Primary Care Sentinel Surveillance Network (CPCSSN). The CPCSSN is a multi-disease EMR 

surveillance and research system that allows family physicians, epidemiologists and 

researchers to understand and manage chronic care conditions for patients. Health 

information is collected from EMRs in the offices of participating family physicians, specifically 

information about Canadians suffering from chronic and mental health conditions and three 

neurologic conditions, including Alzheimer’s and related dementias.
17

 

In another example, the Canadian Partnership Against Cancer’s Surgical Synoptic Reporting 

Initiative captures standardized information about surgery at the point of care and transmits 

the surgical report to other health care personnel. Surgeons can use the captured 

information, which gives them the ability to assess adherence to the clinical evidence and 

safety procedures embedded in the reporting templates, to track their own practices and 

those of their community.
18

 The concept of synoptic reporting—whereby a physician provides 

anonymized data about their practice in return for an aggregate report summarizing the 

practice of others —can be expanded to any area in which an appropriate number of 

physicians are willing to participate. 

 

Guiding principles for the use of big data analytics 

 

These guiding principles are designed to give physicians a starting point as they consider the 

use of big data analytics in their practices: 

 

 The objective of using big data analytics must be to enhance the safety and/or 

effectiveness of patient care or for the purpose of health promotion. 

 Should a physician use big data analytics, it is the responsibility of the physician to do 

so in a way that adheres to their legislative, regulatory and/or professional 

obligations.  

 Physicians are responsible for the privacy of their individual patients. Physicians may 

wish to refer to the CMA’s policy on Principles for the Protection of Patients’ Personal 

Health Information.
19
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 Physicians are responsible for respecting and protecting the privacy of other 

physicians’ information. Physicians may wish to refer to the CMA’s policy on Principles 

Concerning Physician Information.
20

 

 When physicians enter into and document a broad consent discussion with their 

patient, which can include the electronic management of health information, this 

agreement should convey information to cover the elements common to big data 

analytics services. 

 Physicians may also wish to consider the potential for big data analytics to inform 

public health measures and enhance health system efficiency and take this into 

account when responding to requests for access to data in an EMR. 

 Many EMR vendors provide cloud-based storage to their clients, so information 

entered into an EMR may be available to the EMR vendor in a de-identified and/or 

aggregate state. Physicians should carefully read their data sharing agreement with 

their EMR vendor to understand how and why the data that is entered into an EMR is 

used, and/or they should refer to the CMA’s policy on the matter, Data Sharing 

Agreements: Principles for Electronic Medical Records/Electronic Health Records.
21

 

 Given the dynamic nature of this emerging tool, physicians are encouraged to share 

information about their experiences with big data analytics and its applications with 

colleagues. 

 

Characteristics of safe and effective big data analytics services 

 

1. Protection of privacy 

 

Privacy and security concerns present a challenge in linking big data in EMRs. As data are 

linked, it becomes increasingly difficult to de-identify individual patients.
22

  

 

As care is increasingly provided in interconnected, digital environments, physicians are having 

to take on the role of data stewardship. To that end, physicians may wish to employ 

conservative risk assessment practices—“should we” as opposed to “can we” when linking 

data sources—and obtain express patient consent, employing a “permission-based” 

approach to the collection and stewardship of data.  

 

2. A clear and detailed data sharing agreement 

 

Physicians entering into a contract with an EMR vendor or other third party for provision of 

services should understand how and when they are contributing to the collection of data for 

the purposes of big data analytics services. There are template data sharing agreements 

available, which include the basic components of safe and effective data sharing, such as the 

model provided by the Information and Privacy Commissioner of Ontario.
23

  

Data sharing agreements may include general use and project-specific use, both of which 

physicians should assess before entering into the agreement. When EMR access is being 

provided to a ministry of health and/or regional health authority, the data sharing agreement 
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should distinguish between access to administrative data and access to clinical data. 

Physicians may wish to refer to the CMA’s policy on Data Sharing Agreements: Principles for 

Electronic Medical Records/Electronic Health Records.
24

 

 

3. Physician-owned and -led data collaboratives 

 

In some provinces there may exist opportunities to share clinical data in physician-owned and 

-led networks to reflect on and improve patient care. One example is the Physicians Data 

Collaborative in British Columbia, a not-for-profit organization open to divisions of family 

practice.
25

 Collaboratives such as this one are governed by physicians and driven by a desire 

to protect the privacy and safety of patients while producing meaningful results for physicians 

in daily practice. 

Participation in physician-owned data collaboratives may ensure that patient data continue to 

be managed by physicians, which may lead to an appropriate prioritization of physicians’ 

obligations to balance patient-centred care and patient privacy. 

 

4. Endorsement by a professional or other recognized association or medical society or 

health care organization 

 

When considering use of big data analytics services, it is best to select services created or 

endorsed by a professional or other recognized association or medical society. Some health 

care organizations, such as hospitals, may also develop or endorse services for use in their 

clinical environments. Without such endorsement, physicians are advised to proceed with 

additional caution. 

 

5. Scope of services and functionality/appropriateness of data  

 

Physicians may wish to seek out information from EMR vendors and service providers about 

how big data analytics services complement the process of diagnosis and about the range of 

data sources from which these services draw. While big data analytics promises insight into 

population health and practice trends, if it is not drawing from an appropriate level of cross-

referenced sources it may present a skewed picture of both.
26

 Ultimately, the physician must 

decide if the sources are appropriately diverse. 

 

Physicians should expect EMR vendors and service providers to make clear how and why they 

draw the information they do in the provision of analytics services. Ideally, analytics services 

should integrate population health analytics, risk-based cost analysis, care management 

services (such as point-of-care decision support tools) and performance analytics.  

Physicians should expect EMR vendors to allocate sufficient health informatics resources to 

information management, technical infrastructure, data protection and response to breaches 

in privacy, and data extraction and analysis.
27,28 

 

Physicians may also wish to consider the appropriateness of data analytics services in the 
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context of their practices. Not all data will be useful for some medical specialties, such as 

those treating conditions that are relatively rare in the overall population. The potential for 

new or enhanced clinical practice tools informed by big data analytics may be restricted to 

primary care practice at this time.
29

 

  

Finally, predictive analytics often make treatment recommendations that are designed to 

improve the health outcomes in a population, and these recommendations may conflict with 

physicians’ ethical obligations to act in the best interests of individual patients and respect 

patients’ autonomous decision-making).
30
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